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Agenda

10.30 Saluto ai partecipanti (Enzo M Tieghi), apertura webinar e Introduzione al tema OT Cyber
Security (Stefano Panzieri, Roma Tre)

10.45 Gli effetti della epidemia COVID-19 sul mercato del software industriale e dell’lautomazione
(vedi dati e materiale ANIE e ARC Advisory).

11.00 | cambi di paradigma sulle Operations e sul Monitoraggio Remoto causati dal COVID -19 e i
risvolti legati alla Cyber Security.

11.20 Migliorare la Cyber Resilienza di SCADA e sistemi di automazione esistenti, come opportunita
per tornare a parlare con i Clienti di nuovi progetti in epoca di lockdown.

11.40 Le soluzioni Cyber Security ICS/OT per reti di fabbrica e I'integrazione con il Cloud
12.00 Q&A

12.15 Conclusione

Via Francesco Koristka, 10 - 20154 Milano
] Tel. +39 02 48 61 41 - Fax +39 02 48 61 44 41
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| cambi di paradigma su Operations e su Monitoraggio da Remoto
causati dal COVID -19 e i risvolti legati alla OT/ICS Cyber Security.

(dai dati e analisi di CLUSIT, ARC Advisory Group ed ENISA)
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Servilecno Report Clusit - Speciale Pandemia, Ottobre 2020

Distribuzione per mese - tema COVID 19 (1H 2020)

M Cybercrime  mEspionage / Sabotage W Information warfare

JAN FEB MAR APR MAY JUN

@ Clusit - Rapports 2020 sulla Sicurezza ICT in ltalia - aggiomamente giugne 2020

soanni @
By
=1USIt

Rapporto
Clusit
2020

sulla sicurezza ICT
in Italia

Distribuzione % degli attaccanti - tema COVID-19 (1H 2020)

H Cybercrime
Sabot
secuniy [ Espionage /[ age
-9 B Information Warfare
SUMMIT
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ETLZ2018

ENISA Threat Landscape Report 2018
15 Top Cyberthreats and Trends

FINAL VERSION
1.0

ETL 2018
IAMUARY 2019

Sy e Eurapean Unian Sgency Far Hetwert and Infarmation Securty -
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Security

Gia in epoca non sospetta...ENISA

___________________________________________________________________________________

2/3 degli "incidenti" OT/ICS sono APT, Malware,

Ransomware:
e arrivati dalla rete interna, non segmentata?

e Eun "danno collaterale"?
Targeted attacks / APTs
Conventional malware/virus
Ransomwadre attacks

T ——

1 Via Francesco Koristka, 10 - 20154 Milano
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THREAT LANDSCAPE

|

2018

ETL

ENISA Threat Landscape Report 2018
15 Top Cyberthreats and Trends

FINAL VERSION
1.0

ETL 2018
JAMUARY 2019

Sy e Eurapean Unian Agency Far lstwert and Infarmation Securty

BAYSHORE NETWORKS
TNEDWORK

IO TRIAL BND CROVRITY
Security

Gia in epoca non sospetta...ENISA

Operational Technology (OT) networks of industrial enterprises is a field of
glory for espionage threat actors. These actors use remote administrator
tools (RATs) which are already installed in the industrial control systems
(ICS). (RATs installati su 40% reti OT in Italia, solo 1 su 3 e legittimo e saputo)

Kazakhstan
Slovakia
Italy

Taiwan
Brazil

Korea, South
Belarus
Bangladesh
Germany
Russia
Switzerland
Ireland
Austria
Portugal
Costa Rica
India
Vietnam
Spain

United States

Indonesia

51%

55

@ Percentage of ICS computers that have RATs legitimately installed on (1)

- ou
7 semn o



Vi / L'impatto del COVID-19 sulle iniziative di
Cyber Security e in genere sui nuovi Progetti

Which aspects of cybersecurity initiatives might
the coronavirus pandemic influence in your organization?

e Spesa Cyber Security e aumentata

0% 10% 20%

durante fase 1 di COVID-19: e ancora ereis reduced scurty busoet [N
. . available after the crisis

sostenibile?

30% 40% 50%

4%

Due to enhanced endpoint and VPN protection there 7%
an increased security budget available after the crisis

o Per iI 24% Ia ridUZione CAPEX porta a Protective measures already agreed are only _23%

introduced with delay

minore Spesa per Cyber Security Company login credentials are increasingly - 10%

being spied out

i N U OVi p rogetti d iffi Ci I i a Allow increased levels of remote work _ 53%

causa restrizioni attivita on-site di Develop/enhance a plan for cybersecure work

during disasters/pandemics

tecnici e installatori 1o expect other ettects [ >~

o Sa Ivagu a rdia mo Ia Spesa pe r Increased employee training on OT/ICS threats - 15% ARC
p rOtegge re a CceSSI d a re m Oto | expect no direct impact on our organization - 12% AdViSOl’Y Gmup

Q10 - Global pandemic influences. 606 answers from 337 participants. “Prefer not to answer” (PNA)
excluded. |
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Impatto del COVID-19 sulle priorita Cyber

Security

In your view, will the current coronavirus pandemic change
the OT cybersecurity priorities in your organization?

La pandemia cambiera le

[} [ \ ]
10% priorita OT Cyber Security
per quasi il 50% degli
B Probatiyyes Intervistati
0,
2% 46% M It is too early to give

an assessment
| do not think so

B Probably not

23%
Q9 - Global coronavirus impact on OT cybersecurity. 336 answers from 337 participants?®.
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Servilecno Impatto del COVID-19 sulle sfide della Cyber

Security

Which are your cybersecurity-related challenges?
Please select the 2 most important options

[ ]
0% 5% 10% 15% 20% 25% 30% 35%
[ ]
Damage to product/service quality | ¢
injury or death of employees I 5
Loss of customer confidence | N - .

Damage to equipment | <
Loss of proprietary or confidential information | ::: .

Loss of contracts or business opportunities _ 4%

Penalties/sanctions for not fulfilling
regulatory obligations I

Cost of incident response and mitigation _ 27%
Damage to company brand or reputation _ 23%
Injury or death of non-employees _ 18%
Environmental damage |G <

Criminal or civil legal liabilities - 2%

Violation of regulatory requirements || NG

Impact on national security - 2%

Q8 - Global cybersecurity related challenges. 758 answers from 337 participants. PNA excluded.

BAYSHORE NETWORKS ARC

INDUSTRIAL AND IT NETWORK SECURITY

Advisory’Group

Preoccupazioni/Sfide:

Safety/Incolumita persone
Danni a prodotto/servizio
Perdita I.P.

Costi/impatto ripartenza
Danno reputazione

Via Francesco Koristka, 10 - 20154 Milano
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Dervilcchs Impatto del COVID-19 sui trend legati alla
Cyber Security

From your practical experience, which technical trends have the strongest
impact on OT/ICS cybersecurity? Please select up to 3 options

Q
=

10% 20% 30% 40% 50% 60%

Use of Industrial loT components 55%

Use of Edge computing 36%

Cloud and SaaS adoption 55%

Al and machine learning 29%

Implementation of Blockchain

7%

Use of Robotics & drones 4%

5G communication networks 33%

Q26 - Global digital trends impact OT cybersecurity. 756 answers from 337 participants. PNA excluded.
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Dervilecno / COVID-19 Business & Cybersecurity
situazione: esempio Oil & Gas

* Asset datati «non-smart» vengono connessi al Cloud
(lloT)

* Sistemi «oscuri», "proprietari" o non documentati e non
protetti

* Ridotto Skill del personale OT e la complessita di cyber
security sono preoccupazioni

* Convergenza di Cyber Security e Safety/Sicurezza Fisica
* Operations autonome e controllate da remoto

ARC

BAYSHORE NETWORKS Advisory’Group

INDUSTRIAL AND IT NETWORK SECURITY

Via Francesco Koristka, 10 - 20154 Milano
] Tel. +39 02 48 61 41 - Fax +39 02 48 61 44 41
A info@servitecna.it - www.servitecna.it




Servilecno / COVID-19 Business & Cybersecurity
situazione: es. Farmaceutico & Life Sciences

Russia trying to steal COVID-19 vaccine data,
say UK, U.S. and Canada
* Aziende Farmaceutiche preoccupate per
integrita e perdita di dati critici

By William James, Steve Scherer 3 MIN READ f v

APT (Ad vance d Pe ) | Ste nt Th re atS) m | Frano 4 LONDON/OTTAWA (Reuters) - Hackers backed by the Russian state are trying to
d ati d e I Ia rice rca su I va cci no steal COVID-19 vaccine and treatment research from academic and pharmaceutical

institutions around the world, Britain’s National Cyber Security Centre (NCSC)

* Healthcare e un settore nel mirino di attacchi  seiden Thursday.
ransomware

* Dispositivi medici (Medical Devices) che non DOJ Accuses China of Targeted
forniscono adeguate garanzie di sicurezza Hacking on COVID-19 Research Data

Two hackers are accused by DOJ of working with the Chinese
, government to target and hack hundreds of US entities, stealing
ARC more than a terabyte of data, including COVID-19 research..,

AdVISory Group DOJ = U S De pa rtme nt Of J UStI ce Via Francesco Koristka, 10 - 20154 Milano
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Migliorare la Cyber Resilienza di SCADA e sistemi di automazione
esistenti, come opportunita per tornare a parlare con i Clienti di nuovi
progetti in epoca di lockdown.
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Servilecno . : , : :
Technology 4.0 da 40 anni La strategia di Protezione nell’/Architettura di Rete

Firewall
monodirezionale
Remote OTaccess user (diOdO)
Accesso esterno
o protetto alla
o i rete OT
: 3 Party

File transfer Bayshore
DB replication MetWall =
oOPC Historan ] Bayshore —

N OTaccess

| AD / DNS/ WSUS Servers

—1 |

SCADA / HMI SCADA / HMI | SCADA / HMI | SCADA / HMI SCADA f HMI

O]

] Iy N g Frewall o

OTaccess . (SCADA e PLC)
| e | pam— _—

Swgiteh

Bayshore j /

O T | |0 T | || e o

PLCs | L RTUS PLCs : RTUs PLCs : i RTUs —
BAYSI © PR OO © K O © R OO € )  veormmcosoris 1o zist ian
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Bayshore OTFuse

» OTfuse offre una protezione completa per | PLCs e tutti gli SCADA/DCS

* Ha supporto nativo per Modbus, Ethernet/IP, S7, DNP3, BACnet, SLMP, FINS, EGD
e Reports via Modbus per ’'HMIs

* Syslog e email alerting

e Autenticazione Hardware per setup/admin (doppia chiave hardware)

* Contenitore Standard DIN rail, alimentazione 24VDC

 Siinstallain meno di 1 ore

rurerd] L g Reject unauthorized... SCADA/DCS devices from... Modbus Ethernet/IP Siemens S7 sLmp FINS DNP3 Bacnet

Show 10 v ennes ™ Advisory | Prolsct

Source IP Destination IP Destination Port Protocol Activity
92 168.30 250 192 168.30.255 138 Modbus READ Attempted config changes

Config Changes
9 9 from unknown sources

0.0.1.15 10.0.1.255 137 EthemnetP WRITE

92 168.30.49 192,168 .30.255 137 s7 CONTROL LOGIC UPDATE Attempted writes/resets

Device Resets
from unknown sources

1
1
1
192.168.30.49 152.168.30.256 138 Madbus READ
192 168.30.84 231.11.1 4446 s7 RESET Device Reads Attempted interrogations
from unknown sources
10.0.1.15 10.0.1.256 138 s7 FILE TRANSFER
192.168.30 250 192 168,30 202 33824 Maodbus READ Logic Updates Programming changes
1l b boaadial
1 a5 Modbus: Ethernet/IP s7 DNP3
192.168.30.250 36624 Configuration Changes 0 0 Iens
192 168.30.250 13 it 0
Reads 4 2 4 0
Logic Updates NIA 0 L
File Transfers NIA 0 0 0
Source IP Destination IP Port Protocol Activity Enabled
192.168.70.201 192.166.70.205 8080 Modbus READ
i B B - . —
192.168.70.201 192.168.70.205 8080 Modbus READ -
BAYSHORE N ETWO RKS 192.168.70.201 192.168.70.20 8080 Modbus READ Via Francesco Koristka, 10 - 20154 Milano
Tel. +39 02 48 61 41 - Fax +39 02 48 61 44 41
INDUSTRIAL AND IT NETWORK SECURITY .
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Bayshore OTFuse iFIX

 QOTfuse offre una protezione completa per tutti gli SCADA e GE Digital IFIX specialmente
* Ha supporto nativo per i protocolli di rete iFIX (vedi scheda)

e Reports via Modbus per ’'HMIs

* Syslog e email alerting

e Autenticazione Hardware per setup/admin (doppia chiave hardware)

* Contenitore Standard DIN rail, alimentazione 24VDC

 Siinstallain meno di 1 ora

PROTOCOL SUPPORT
Standby
SCADA /O Protocol Variable Alarm Session Connection Data MDBA
iFIX Node ERENes Access Handling Alarming Management Transfer Handshake

Read Functions v’ v v v’ v v
Historian

Write Functions v v v v' v v

Con rol Bystem one
Actl\.re
OTfuse Directory
m Operator View-Only O —
iFIX Node iFIX Node
BAYSHORPEC N ETWO R KS 'y Via Francesco Koristka, 10 - 20154 Milano
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Bayshore OTAccess

Supporto nativo dei protocolli OT per l'ispezione e la
prevenzione delle intrusioni
 Deep Content Inspection delle attivita dell’'utente
 Opzioni per modelli di distribuzione in hosting e on site
* Non sono necessarie apparecchiature di rete aggiuntive
* Applicazione delle policy basata sul comportamento
* Protezione attraverso ispezioni continue durante le
sessioni utente
* Modelli di configurazione gerarchici per I'utilizzo da
parte degli utenti interni e fornitori di terze parti

a Outbound-only TLS
\ ----------- Service Registration ......._...___
Remote Employee ' Tunnel i ('
- : PLC
o.—---‘ﬂ
& s .
Froy—» U —fe| L
Third Party HMI, SCADA
Supply Chain 2 Firewall
Designated Endpoint
OTaccess Server (Cloud) Gateway for
* Prowvides 2F authorization OTaccess client
/ = Proxies traffic to OT endpoints \‘ I:l
Remote Contractor ———

ICS Vendor Computer Endpoint

Via Francesco Koristka, 10 - 20154 Milano
) Tel. +39 02 48 61 41 - Fax +39 02 48 61 44 41
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Bayshore NetWall

« Trasferisce i dati dalla rete affidabile (impianto) senza
esporre le macchine a una rete non affidabile (IT aziendale,
destinazioni aziendali)

* Funzionalita di diodo dati unidirezionale che fornisce un
ponte di air-gap industriale per limitare e abilitare le
comunicazioni da risorse sensibili e riservate

(Redh) + Consegna garantita da origine a destinazione con verifica

Outer, Untrusted Domain _] _________ dimostrabile (a differenza della maggior parte dei gateway

unidirezionali che utilizzano metodi di ritrasmissione)

* Ridotti costi e complessita dell'accesso solo fisico o dei
diodi dati con una soluzione di connettivita piu efficace ed
efficiente

Inner, Trusted Domain
(Blue)

BAYSHORE NETWORKS

INDUSTRIAL AND IT NETWORK SECURITY
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Le soluzioni Cyber Security ICS/OT per reti di fabbrica
e l'integrazione con il Cloud
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] Tel. +39 02 48 61 41 - Fax +39 02 48 61 44 41
A info@servitecna.it - www.servitecna.it

BAYSHORE NETWORKS

INDUSTRIAL AND IT NETWORK SECURITY




Servilecno

Technology 4.0 da 40 anni

Internet & Cloud

Level 4
IT Network

Level 3
Operations

Level 2

Process Network

Level 1 QQ

Control Network Q’b

Field Network

BAYSHORE NETWORKS

INDUSTRIAL AND IT NETWORK SECURITY

IEC 62443 Architettura di sicurezza logica

(Zones & Conduits...and Edge)

(Enterpri se E-Commerce Enterprise Firewall
Network : erprise =
(om) j Wab Server
k =riarpriae YVLAN File Server il
(_ i Terminal Services f Inventory \
Indu Stl'l_alf Data Historian Mirror : Router/ Management
Enterprise | Firewal
: : EDGE
DMZ T
Ms!nagsd
Domain Controller, Anti-Virus, |, Swicies) Manufacturing Execution
\ Patch Management Cﬁfp System (MES) _/
//I_ndustrial . Industria—I\
Network #1 Router/ Router/ Network #2
. | Firewall Firewall
EDGE[ EDGE
i i Lacal PLL Local
HMI
Field Devices

/

/

Via Francesco Koristka, 10 - 20154 Milano
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Abbattimento della quantita di dati trasferiti

attraverso I’EDGE

30.000 Tags ogni sec. 4.5 Tera Byte /Mese
30.000 Tags ogni minuto 25 Giga Byte [ Mese
30.000 Tags ogni 10 minuti | 2,5 Giga Byte [/ Mese

BAYSHORE NETWORKS

INDUSTRIAL AND IT NETWORK SECURITY
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Servilecno Strategie di Protezione OT/ICS: Layered
Security (NIST)

Identify (Asset Inventory & Intelligence)

Assess (Vulnerability & Remediation)

Assessment & Visibility

Internet Detect (Anomaly & Threats)

Act (Dashboard Alerts, Highlights & Notification)

Level 4 . . . .
IT Network Access On Site (VPN, High granular access policies)
S Protection OT Segmentation (self configuration, DPI)
eve
Operations AirGap bridge
e 7 Data Tunneling (OPC DA/UA, Modbus)
Process Network Data Bridge (OPC DA<->UA, OPC DA/UA<->Modbus)
el 1 & Secure Streaming of . way (OPC DA/UA, ModBus, MQTT)
Control Network ) Data
ontel et Data Logging (OPC DA/UA, Modbus to SQL)
Cloud Secure Streaming (VPN)
Level 0
Field Network i h PLC, ICS, SCADA versioned back-up
Change Management &
g & SW & configuration scheduled consistency control
Control

Disaster Recovery

Via Francesco Koristka, 10 - 20154 Milano
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Servilecno

Technology 4.0 da 40 anni Strategie di Protezione OT: Layered Security (Esempio)

STEP .
ID check / Physical inspection
Perimeter protection 01

Last line of defense

O |
STEP

02 Only ticketed Passengers
. allowed on board
Segmentation (Authentication /

a g Authorization enforcement)

. STEP

O 3 Reinforced, locked cockpit door

Last line of defense / Endpoint protection

’

Via Francesco Koristka, 10 - 20154 Milano
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Servilecno

Open & Closed Loop in the Cloud

Cloud

£y Google Cloud - I—

Microsoft . s
/ Azure @ r'nﬂuxdb

() mosavitto  WRabbit

'UNIDIRECTIONAL SECURITY GATEWAY FOR IT AND OT

OTaccess’

INDUSTRIAL SECURE REMOTE ACCESS

Netwall @

DPI & DCI
Deep Content and Packet Inspection
@rens :
Deep Packet Inspection
(J-1 | 1
8TfU§meum IP TCP Application Data
(N
Traditional Packet Analysis
Edge
| Tl L
Automation
© X
R P —

BAYSHORE NETWORKS

INDUSTRIAL AND IT NETWORK SECURITY
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La strategia di Trasferimento Dati nell’Architettura
Corporate

SKKYHUB
Legend f-y P
= OPC client/server (process data)
Tunnel / mirror ( data) [ | [
unnel / mirror (process data
= P Internet
= Private network connection
—— 5S5L over public network :{;:3
Int t )
(Internet) _ ( [ 1] -
1 DATAHUE
[ ]
] AR ‘
oATAHUE E E
: i Corporate
C Network
DATAHUE L L
OPC Cli QCs-pe / o A
o LN @ @ Datalink \ Corporate-wide
—
L- — A deployment
Local OPC [ 1
Server
AR ' Local OPC
Ser\aer . -
E > “Process-wide
) deployment
L Process
L ) Networks
@ OCS-4DE /
DCS 400/ @ @ Datalink
Datalink
< PLANT DATA SOURCE
A

SKKYNET

o c OPC connection
server

DATAHUB

--
==a Tunnel connection

_
"_- Data & control

1]

—_——

SR

DATAHUB

--
-. Tunnel connection
"- Data & control

Metso Portal
OCs-4D@ /
DataLink

Tunneler
> “Internet-wide”
deployment

CLOUD SERVICES
& Google Cloud

amazon .
Microsoft webservices
A Azure & influ , 10 - 20154 Milano
. ox +39 02 483 61 44 41
((m)) mosqmﬂo hRabblt vw.servitecna.it
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OT/ICS

Dubbi? Domande? Cyber Security
e Pandemia

Riferimenti: WWW.servitecno.it

Enzo M Tieghi
etieghi@clusit.it

Mario Testino
mtestino@servitecno.it

GE Digital
Alliance Partner
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