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SCADA: il perno dell'Internet Industriale

Monitoraggio in tempo
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Generazione di allarmi
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Lettura dei sensari

Allarmi & Eventi
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Technoiogy 4.0 da 40 anni

Cos’elIT e cos’e OT
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Technalogy 4.0 da 40 anni

IT vs OT paradigmi differenti

Obiettivi organizzativi
Standardizzazione prevalente

Skills del personale
Informatici, networking, amministrativi e gestionali

Tecnologia
Scenario non-deterministico
Sistemi non-real-time o al massimo near realtime
Propensione verso sistemi cloud-based
Protocolli informatici (livello 7 applicazione)

Sviluppo dei progetti
Progetto coordinato dall'interno, con risorse esterne
Progetto globale «corporate»

Requisiti Cogenti «Hot topics»
Data Integrity
Data Security
Patent Infringment
Business Continuity (management)

Obiettivi organizzativi
Integrazione Multi-brand

Skills del personale
Elettrici, meccanici, conduzione di processo

Tecnologia
Sistemi prevalentemente deterministici
Sistemi strettamente real-time
Propensione verso sistemi «ibridi»
Protocolli «fisici» industriali

Sviluppo dei progetti
Progetto completamente esternalizzato
Progetto locale: Impianto, linea, macchina

Requisiti Cogenti «<Hot Topics»
People Safety
Business Continuity (making)
Service Continuity

Digitalizzazione
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Convergenza IT - OT

Tutti i sistemi di automazione,
controllo, supervisione, storicizzazione,
misura, analisi real-time di impianti,
linee, macchine e in generale del

Tutti gli standard informatici aziendali: processo produttivo:

Web, PLC
Networking, Information Operational DCS
Cloud, Technology [eel\7:6\/2Y Technology CNC
Gestionale (ERP, MRP, MES) IT/OT SCADA
Cyber Security CONNECTIVITY & Robot

PROCESS SYNCRONIZATION Historian
CYBER SECURITY Sensori
BUSINESS CONTINUITY Attuatori

VERSIONING

ANALITYCS & REALTIME ANALISYS

-\




Servilecno

Technalogy 4.0 da 40 anni

Lo SCADA e Border Line
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ARP, BROWSER, GilTorment, COP, DEE-RGP, DHGE, DNE, DEDG (1BM DB2), Droptce, edonkey (efdule), FTP,
FTPS. HTTR, HTTPS, ICMPFING, IGMP, IKE, IMAR, IMAPS. IS2-TSARCOTR, Kerkaros, KMS, LDAF, LOAPS,
LLOP, LLMHKE. MOMS. M5 300 Server, MySOL, MetBICS, NTE, OSPF, POPS, PTPyZ, RLP, 3TP, 520F, RTCR,
ATE, 35H, 3NMP, SMB, SMTP, 5TP, Syslog, Tened, VNG
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Mercato
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EihaMaliP — CIF, Foundsbion Fieldbas, Ganeriz MMS, GC0O5E, Honeywel, ICCRP, IECHHIET0-5-T (IEC 82251-2 +
IEC: §2351-5), [EC GIET0-5-104, IEC-H1850 (MMS, GOOSE, 5V, IEC DLMSMCCEEM, ICCP, MadbusTCP, MOTT,
PG, PHConnact, FROFIMET!DCP, PROFIKETA-0 CM, FROFIMET/RT, Sarcas |, Siemens 57. VrallIP
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Vulnerability
Detection Tools
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Technalogy 4.0 da 40 anni

La «Fisica» di SCADA e PLC
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Technalogy 4.0 da 40 anni

DPI (Deep Packet Inspection): TCP/IP non basta!

Deep Packet Inspection

Deep Packet Inspection

1 IP TCPI Application Data

Traditional Packet Analysis

Data Access

Function type

Physical Discrete Inputs

Function name

Read Discrete Inputs

Bit access
Internal Bits or Physical Coils

Read Coils

Write Single Coil

Write Multiple Coils

Physical Input Registers

Read Input Registers

16-bit access Internal Registers or Physical

Output Registers

Read Multiple Holding Registers

Write Single Holding Register

Write Multiple Holding Registers

Read/Write Multiple Registers

Mask Write Register

Read FIFO Queue

File Record Access

Read File Record

Write File Record

odbus
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Attacchi e Incidenti informatici

Non ho mai avuto problemi!
Quindi sono a posto...o no?

USE keys

Plant DMZ Network
:::::

SCADAJSDCS Networlk
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Technalogy 4.0 da 40 anni

Lo standard di riferimento: IEC 62443 (ISA99)

ISA-62443-11 ISA-TR62443-1-2 ISA-82443-1-3 ISA-TR62443-14

Terminolegy, Master glossary of System secunty IACS security
concepts and models terms and abbreviations compliance metrics lifecycle and use-case

ISA-TR62443-2-3 ISA-62443-2-4

ISA-TR62443-2-2

ISA-62443-21

Installztion and
maintenance

requirements for IACS

suppliers

Requirements for an
IACS security
management system

Implemantation guidance
for an IACS secunty
management system

Patch management in
the |ACS environment

Policies &
procedures

ISA-62443-3-3

ISA-TR62443-3-1 1SA-62443-3-2
System secunty
requirements and
sacurity levels

Security technologies Security levels for
for IACS zones and conduits

ISA-62443-41 ISA-62443-4-2

Technical security

Product development requirements for IACS

requirements

components
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Strategie di Protezione OT: La sicurezza un ciclo virtuoso

Asset Management
OT Risk Assessment
OT Vulnerability Detection

Identificare

. - Awareness & Training
| OT Disaster Recovery | [NCTEET[1

Maintenance

Rispondere Percepire

OT Anomaly Detection
OT Continuous Monitoring &
Event Notification (to SIEM & SOC)

OT Analysis
OT Mitigation plan
OT Improvements
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Strategie di Protezione OT: Layered Security (NIST)

Internet

Level 4
IT Network

Level 3
Operations

Level 2

Process Network

Level 1
Control Network

Level 0
Field Network

Assessment & Visibility

Protection

Secure Streaming of
Data

Change Management &
Control

Identify (Asset Inventory & Intelligence)

Assess (Vulnerability & Remediation)

Detect (Anomaly & Threats)

Act (Dashboard Alerts, Highlights & Notification)
Access On Site (VPN, High granular access policies)
OT Segmentation (self configuration, DPI)

AirGap bridge

Data Tunneling (OPC DA/UA, Modbus)

Data Bridge (OPC DA<->UA, OPC DA/UA<->Modbus)
Data Gateway (OPC DA/UA, ModBus, MQTT)

Data Logging (OPC DA/UA, Modbus to SQL)

Cloud Secure Streaming (VPN)

PLC, ICS, SCADA versioned back-up
SW & configuration scheduled consistency control

Disaster Recovery
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Strategie di Protezione OT: Layered Security (Esempio)

STEP .
ID check / Physical inspection
Perimeter protection 0 1

Last line of defense
v/ 1
y O

STEP

02 Only ticketed Passengers
. allowed on board
Segmentation (Authentication /

a g Authorization enforcement)

STEP
03 Reinforced, locked cockpit door

Last line of defense / Endpoint protection
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La strategia di Protezione nell’Architettura di Rete

File transfer 2 Bayshore

DB replication SCADAwall

Firewall
monodirezionale
(diodo)
Accesso esterno
Corporate P protetto alla
Firewall arty rete OT

Bayshore

SCADAfuse
T P T
md L WL
PLCs i i ! RTUs

o =

Pumps., Valves, Actuators

i

PLCs | :

. RTUs

o % O

- -  —
QOPC Historian | Bayshore i ‘
e OTaccess
| — AD fDNS/ WSUS Servers
- '
SCADA / HMI | SCADA / HMI SCADA / HMI
— — — —
L | i J L
OTaccess
gnr;lp-nlnt Industrial
ateway Ethernet

Firewall OT
(SCADA e PLC)

V

l'] -ﬁ-n,mI | l] 'f'ﬂ'.:

PLCs i i RTUs

& % O




Servilecno

Technalogy 4.0 da 40 anni 1 \ Z
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OT & 10T Security & Visibility N ONET
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User with ICS

Architettura SCADA
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Technology 4.0 da 40 anni

La strategia di Trasferimento Dati nell’Architettura Corporate

Legend
== OPC client/server (process data)

=== Tunnel/ mirror (process data)
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Criteri di Sicurezza nella Configurazione dello SCADA

GE Digital IFIX
GE Digital Cimplicity

Connettivita Client-Server Criptata

GE Digital

Integrazione user accounts con Windows user accounts

Server Ridondati a Caldo

Stratus ztC Edge

Server Fault Tolerant

Protocolli con Certificato di Sicurezza (OPC UA)

Historian integrato in Mirroring

Uso tecnologie Edge
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Dispositivi Automaticamente Configurabili
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'

R Traffic Dashboard e

U Cvants Craph

# Connguration

D System Log Show 10 w | enlrics

¥ Diagnosics

£ =] TEST (152 1£3.100.23 -
of Advanced
195 180
B2 1B, 100 21 TEST (182 188.100.23 2 -
- - rA L o i

] 30 &0

'apprendimento automatico (facilitato da un ambiente

IP 192.168.100.13/24

BRANCH SCAD-J868 (O - & -

dlaCan LEsm Protect

B Omkn liemm — S wue LEAIN Iiﬂﬂ Protect lvease | faven

Parmeent

Bemanen

deterministico) permette di abbattere I'onere di
configurazione




Servilecno

Technalogy 4.0 da 40 anni

Change Management & Control
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Application Logic from Current (Revision: 13)
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Cendition: WhileRunning
Trigger Interval: 100ms
IF Couster == § TIEN

IF Stepl =~ 0 THEN
FlsrTrent . Chartiangth = 155
BiatTrend ChartStart = (10149.707 ¢ 36400.2) « 39900
ELetTrend Misfasge = §:
HLatTrend MaxRange = 208
Cursand = 0.3
RisrTrend, Fead ~ SatPelat. Togld
Pezid = SetPeant, Tagld
Stepl ~ L
Cyole = 10O

PP

" oww -
- =

-

v
-
3

3 ravs o 1000
3 valae Aoy 5)

oszN

—{ Pl j o Marecial |

orzes
co_Matacial_
orzeg
r|||m:l_:_,:
orees
matecal b

Bk ke
— Pt — on Marac
[ cren:

— o Maeacal




