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Nozomi Networks Today: The Leader in Industrial Cybersecurity
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Industry Awards
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Market Drivers
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Safety (Personnel and Environmental) 

Failure of cyber-physical system maintenance 

and a safety systems (i.e. SIS)  

Corporate Espionage 

State-sponsored or independently led IP theft, 

corporate espionage and sabotage  

Reputation Risk (indirect loss of revenue) 

Degradation of company reputation due to data-

loss, system shutdown and safety negligence 

National Security Responsibility 

Regulatory and tort responsibility to adhere to 

regional and vertical standards and practice

Resilience & Uptime (direct loss of revenue)

Cyber-born or preventative maintenance 

issues that result in system failure / downtime

IT/OT Convergence 

Interconnectedness of non-homogenous 

systems, applications and platforms
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Nozomi Networks - Our Mission
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Rapidly Detect

Vulnerabilities, Threats & 

Incidents

Reduce

Troubleshooting & 

Remediation Efforts

Achieve Complete 

Visibility

into Your OT Network

Successfully Deploy at 

Scale in the Largest 

Distributed Environments

Agile Development & 

Integrations with Rapid 

New Protocol Support 

Centrally Monitor & 

Control Distributed 

Networks
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One Solution. Multiple Options to Meet Your Needs.
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SCADAguardian

PASSIVE

SCADAguardian 

Advanced
PASSIVE + ACTIVE

OT ThreatFeed

Service
Central Management

Console
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Nozomi Networks SCADAguardian 
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Process NetworksControl Network SCADAguardian

SCADAguardian protects your control networks from cyber attacks 

and operational disruptions by providing unprecedented visibility and 

rapid detection of threats and process risks – in a completely passive 

way.

An appliance (physical or virtual) that passively and non-

intrusively connects to the industrial network 

Listens to all traffic within the control and process networks, 

passively analyzing it at all levels of the OSI stack (L1 to L7)

Uses artificial intelligence and machine learning techniques to 

create detailed behavior profiles for every device according to the 

process state to quickly detect critical state conditions

Provides best-in-class network visualization, asset management, 

ICS anomaly intrusion, vulnerability assessment, as well as 

dashboards and reporting



www. n o z o m i n e t wo r k s . c o m /  C O N F I D E N TI AL

Network Visualization and Monitoring 
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Network Visualization and Monitoring 
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Nodes Variables

Go deep in details…
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Network Visualization and Monitoring 
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Links Contents

Go deep in details…
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Asset Inventory 
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Firmware version 

of the PLCs

Hardware 

Components
Product Name 

Vendor

Vulnerabilities
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Common Discovery: Software Vulnerabilities
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Identifies high risk vulnerabilities open to exploitation
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Common Discovery: Multiple OS/Firmware Versions

Identifies opportunities to reduce operational risk 

by closing vulnerability gaps
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Common Discovery: Unknown & Misconfigured Devices
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Identifies device misconfigurations and possible indicators 

of compromise by threat actors
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Common Discovery: Unencrypted / Weak Credentials
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Detects default and easily guessed credentials, and systems 

open to compromise by threat actors
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Common Discovery: Abnormal Device Behavior
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Detects when asset and processes are deviating from normal, 

and moving toward states that could disrupt operations
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Less-Common Discovery: An Infected Network
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Detects known malware and ransomware at all three phases of 

attack (infection, reconnaissance and lateral movement)
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Hybrid ICS Threat Detection
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A new communication is 

detected

A ”rogue” MAC address 

is identified

A new Modbus 

connection is detected

INCIDENT DETAILS
A Modbus Reprogram 

Command is detected 

NEW INCIDENT

pcap traces of the attack 

are automatically 

generated

Thanks to Anomaly Detection, all deviations from the baseline can be alerted at different levels
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The Fortinet / Nozomi Networks Capabilities 

19

Automatically learns ICS 

behavior and detects 

suspicious activities

Security Policy 

Enforcement
Flexibility to enforce security policies 

with different degree of granularity

Deep understanding of all 

key SCADA protocols, open 

and proprietary

Active Traffic 

Control

Proactive filtering of malicious and 

unauthorized network traffic

Real-time passive monitoring guarantees

no performance impact and permits 

visibility at different layers of the Control 

and Process Networks

In-line

Protection

In-line separation between IT 

and OT environments

Turn–key Internal and 

Perimeter Visibility

Fine Tuning, Control and 

Monitoring of the Firewall Ruleset

Proactive SCADA 

Security

Behavioral 

Analysis

Deep SCADA 

Understanding

Non-intrusive 

Passive 

Monitoring
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