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Assessment at SYSTEM LEVEL 

is complementary to the assessment at PROCESS LEVEL (ICH-Q9)

1) Identification by Risk Analisys/Impact Assessment for each single System COMPONENTS:  
• GMP Instruments (Temperature, Pressure, Humidity, Process flow, …) 
• GMP Parameters (Process and Equipment Setpoints)
• GMP Sequences (Automated Recipes) 
• GMP Reports (Raw Data trend, Alarms, Events, Audit Trail, Parameter changes,..)

2) Implementation of Data Integrity Requirements ONLY ON IDENTIFIED COMPONENTS !!

3) System Validation by GAMP 5 Guideline
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Sitewide Standardization and Integration in

ONE UNIFIED SITE ARCHITECTURE

developed as a prerequisite to Data Integrity implementation

Definition of One Unified Hardware and Software Architecture for:
Process Controls,
Raw Data Collection, Trending & Archiving
Alarms & Events,
Process Parameters and related Reporting
Equipment & Machines automation,
Controlled Environments Supervision (Cold Rooms, Freezers, Incubators, ..)

Unified for all areas:
Pharmaceutical Production Site
Biotech Production Site
Central Utilities and WWTP
Quality Control and Development Labs
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1) Definition of the Key Functional Block required. 
2) Development of the corresponding sw Library Module with System Integrator support
3) Module Testing and Validation by first deploy Project

The Control Module library Components are the same for all processes, independently form application and area.
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Each Module has its own Version 
and is built by two parts operating 
together:

PLC code part

VBA code part

“The wall is made by bricks”

The system is fully modular, each module is a brick in the wall. This approach makes 
easy to Introduce in the system a new functionality, Modify it and Track the Changes.
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The Process Control Systems implemented after 2011 have been realized by Modular
Software Architecture.
A New Module is Developed, Implemented and Validated as part of a Project (s.a.
New Biotech Upstream Plant Project) and then with a very LOW RISK and LOW COST
it can be deployed to all other Plants and Equipment of the Site.

Example: Temperature faceplate module. It has its own
Version and can be istantiated in all HVAC and process
equipment.

For each single implementation, in case it is assessed to
be a GMP Critical instrument, it is sufficient to flag it with
the Electronic Signature checkmark and all Data Integrity
Software Modules will be activated.
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The Modular Architecturemakes easy the deploy of New Requirements to all Integrated Control Systems of the entire Dompé Site.

Example: Following an AIFA inspection
focused on Data Integrity a new Audit
Trail Reporting Module has been
implemented, which includes a Filter
Menu Structure to create clear and «easy
to read» Reports to allow Audit Trail
Review to be part of Product Release
process.

The New Reporting Module, developed
and validated in less than 1 month from
the previous version, can now be easily
deployed to all GMP critical supervision
systems of the Site.
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• Added Value
Easy to maintain and deploy
Fast validation
Flexibility conjugated with clear Tracking
Powerful and flexible Reports configurable by the operator with filters engine (different reports for different users)

• Data Integrity
The data integrity is guarantee handling appropriately Data and Libraries.
Each library module is �closed� and the operator has only the controlled configurations available. All actions are tracked and
stored in system database. The only way to reach the data is to use the Report web site, if you have the rights�.

Filters Engine for Audit Trail Reports made possible the required
Audit Trail Review by the Qualified Person for Batch Release.
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Not all Process Control and Plant Automation Systems could be integrated in the new Dompé Standard Site Architecture. Some
Production Equipment and Machines are realized with their own Vendor Proprietary Control System. In this case Dompé
provides the Vendor with a similar Documentation and Implementation Requirements to follow a similar implementation process
(User Requirements, Impact Assessment, Risk Analysis).
Examples:

Applikon Fermenters supervision and control system
GEA Centrifuge control system
GE Chromatography Unicorn system
Pall Filter Skid control system
Fedegari Autoclaves

The centralized Infrastructure provides anyway CENTRALIZED SERVICES validated as part of the Infrastructure Validation that
can be used also for low Impact Equipment (s.a. Secondary Packaging Lines).

Deep customization not required, implementation of the Basic Data Integrity Requirements:
User Access Groups with appropriate Password levels
Centralized system and parameters backup (no data trending)
Raw Data and Pdf reports archiving
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